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(54) Electronic key system for vehicle 



(57) An on-vehicle apparatus communicates with an 
electrons key by wireless communication. The one-ve- 
hicle apparatus decides to unlock a vehicular door ac- 
cording ;o an identification result between first ID of the 
electrons key and unlock-operation ID of the on-vehicle 
apparatus, and decides to start an engine of the vehicle 
according to an identification result between second ID 



of the electronic key and engine-starting ID of the on- 
vehicle apparatus. The on-vehicle apparatus com- 
mands the electronic key to output third ID shorter in 
data length than the second ID, when the first ID corre- 
sponds with the unlock-operation ID. The on-vehicle ap- 
paratus permits starting the engine when the third ID 
corresponds with compacted data of the engine-starting 
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Description 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to a vehicular 
electronic key system for unlocking/locking doors and 
starting an engine. The electronic key system includes 
an electronic key and an on-vehicle apparatus which 
communicate with each by means of wireless commu- 
nication and identify ID (identification data) therebe- 
tween to permit the door unlocking/locking operation 
and the engine starting operation. 
[0002] A Japanese Patent Provisional Publication No. 
(Heisei) 11-36675 discloses a vehicular electronic key 
system which executes unlocking door according to an 
identification result between a first ID code of an elec- 
tronic key and a registered ID code and executes start- 
ing an engine according to an identification result be- 
tween a second ID code sent of the electronic key and 
another registered ID code. 

SUMMARY OF THE INVENTION 

[0003] However, the above vehicular electronic key 
system employs different ID codes for the door unlock 
and the engine start, respectively, and executes check- 
ing processes by respectively receiving the different ID 
codes by means of wireless communication. Therefore, 
this system has a characteristic that a time necessary 
for starting an engine becomes relatively long though a 
security to burglar is improved. 
[0004] It is therefore an object of the present invention 
to provide an improved vehicular electronic key system 
which shortens an ID identification time necessary for 
starting an engine while ensuring a security to vehicle 
burglar. 

[0005] An electronic key system according to the 
present invention is for a vehicle and comprises an elec- 
tronic key and an on-vehicle apparatus. The electronic 
key has first ID (identification data), second ID, and third 
ID, which is shorter in data length than the second ID. 
The electronic key outputs the first ID, the second ID, 
and the third ID. The on-vehicle apparatus communi- 
cates with the electronic key by means of wireless com- 
munication. The on-vehicle apparatus has fourth ID, fifth 
ID, and sixth ID which is shorter in data length than the 
fifth ID. The on-vehicle apparatus permits starting an en- 
gine of the vehicle when the second ID outputted from 
the electronic key corresponds with the fifth ID. The on- 
vehicle apparatus permits starting the engine when the 
first ID outputted from the electronic key corresponds 
with the fourth ID and when the third ID outputted from 
the electronic key corresponds with the sixth ID. 



to an embodiment of the present invention. 
[0007] Fig. 2 is a schematic view showing an electron- 
ic key of the electronic key system. 
[0008] Fig. 3 is a view showing an ignition knob and 
5 an installed portion thereof in an instrument panel of a 
vehicle according to the embodiment of the present in- 
vention. 

[0009] Fig. 4 is a view showing a driver door according 
to the embodiment of the present invention. 
io [0010] Fig. 5 is a top view showing communicable ar- 
eas of door antennas installed near doors according to 
the embodiment of the present invention. 
[0011] Figs. 6A and 6B are views showing code struc- 
tures of ID codes employed in the embodiment. 
*s [0012] Fig. 7A is a flowchart showing a door unlock 
process executed by the on-vehicle apparatus, and Fig. 
7B is a flowchart showing a door unlock process exe- 
cuted by the electronic key in connection with the on- 
vehicle apparatus. 

20 [0013] Fig. 8A is a flowchart showing a part of an en- 
gine start process executed by the on-vehicle appara- 
tus, and Fig. 8B is a flowchart showing a part of the en- 
gine start process executed by the electronic key in con- 
nection with the on-vehicle apparatus. 

25 [0014] Fig. gA is a flowchart showing another part of 
the engine start process executed by the on-vehicle ap- 
paratus, and Fig. gB is a flowchart showing another part 
of the engine start process executed by the electronic 
key in connection with the on-vehicle apparatus. 

30 [0015] Fig. 1 0 is a flowchart showing another part of 
an engine start process executed by the on-vehicle ap- 
paratus. 

[0016] Fig. 11 A is a flowchart showing a part of a door 
lock process executed by the on-vehicle apparatus, and 
35 Fig. 11 B is a flowchart showing a part of the door lock 
process executed by the electronic key in connection 
with the on-vehicle apparatus. 
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DETAILED DESCRIPTION OF THE INVENTION 



BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] Fig. 1 is a schematic view showing an on-ve- 
hicle apparatus of an electronic key system according 



[0017] Referring to Figs. 1 to 11, there is shown an 
embodiment of a vehicular electronic key system ac- 
cording to the present invention. 
[0018] The vehicularelectronic key system comprises 
45 an on-vehicle apparatus 1 shown in Fig. 1 , an electronic 
key 20 shown in Fig. 2 and an ignition switch operated 
by an ignition knob 30 shown in Fig. 3. 
[0019] As shown in Fig. 1 , on-vehicle apparatus 1 of 
the vehicular electronic key system comprises passive 
50 control unit 11 , first second and third transmitters 2, 3 
and 4, a receiver 12, an unlock and lock controller 13, 
an engine controller 15, a steering lock unit 16 and a 
buzzer 17. Unlock and lock controller 13 is connected 
to a door lock actuator 14 through which vehicular doors 
55 are opened and closed. Further, on-vehicle apparatus 
1 is connected to various switches as explained later. 
[0020] As shown in Fig. 2, electronic key 20 compris- 
es an antenna 21 , an electronic key controller 22 and a 
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cpuV ! ° n,C k6y C ° ntrol,er 22 ^'"Prises a 
228 and a nonvolatile memory 22b of a peripheral 
ccu.pmcn. Electronic key controller 22 executes wire- 
ess communication with on-vehicle apparatus 1 
Mirouoh antenna 21 Nonvolatile memory 22b stores ID 
(ldont.f.cat.on Data) codes for identifying a person hav- 
ing electronic key 20 as a permitted driver. Battery 23 is 

CToTer 22"" *** P0Wer * 

[0021] Electronic key 20 has no key plate employed 
m a conventional ignition key and is formed into a card 
when ,s further portable for a driver as compared with 
^ conventional key. No cylinder unit for receiving elec- 
trons key 20 is provided in on-vehicle apparatus 1 It is 
not necessary tor the driver to set electronic key 3 at a 

predo.erm.nedposition.andthedrivermay merely carry 
electrons key 20. Ignition knob 30 is installed on an in 

sirument panel ,n a passenger compartment of the ve- 
h-c o «s snowo in Fig 3 an{j no key hQ|e . s ov . ded 

the e.o s ,nce ,t ,s not necessary to insert electronic key 
<£0 to the ignition switch unit. 

[0022] The .gn.t.on switch unit (not-shown) operated 
by ignit.on knob 30 is connected to passive control unit 
11 and composes a key switch 5, ignition-on switch 6 
an ong.no start switch 7, and a steering lock unit 16 for 
locking a sioonng wheel. Ignition knob 30 is manually 
operated by the driver carrying electronic key 30 Steer- 
ing lock unit 16 comprises a turn inhibiting latch (not 
shown) for inhibiting the turning of ignition knob 30 by 

XSET,"? k " 0b AcC0rdin ^- b * Pitting this turn 
nhtoa.no latch ,n a turnable state, ignition knob 30 and 

ino S i?° r,n9 Wn ° el are put in ,he tuma °"e state 
iS , V T*™ i9niti ° n knob 30 set at a steering 
22 'T TT b * L0CK in Fig. 3, key switch 5 is 
switched on Further, by turning ignition knob 30 to an 
.gnrhon-on position denoted by ON in Fig. 3, ignition-on 
sw tch 6 ,s switched on. By further turning ignition knob 
JO to an engine start position denoted by START in Fia 
3, engine start switch 7 is switched on 
[0024] Door handle switches 8a and 8b are provided 
-n order to start a door unlock process as to doors for 
front vehicle occupants. Door lock switches 9a and 9b 
are provided ,n order to start a door lock process as to 
the doors for (rent seats. As shown in Fig. 4, door lock 
switch 9a is installed a, a portion near a'door outsS 

oTl J h ° r 3 T 6 ' d °° r 40 and is °P era,ed from the 
outs.de of the vehicle when driver door 40 is locked As 
« similar to door lock switch 9a, door lock switch 9b is 
installed at a portion near a door outside handle 41 for 
an assistant (front passenger) door. Door lock condition 
switches 10a and 1 0b are switches for detecting whett 
er dnvor door 40 and assistant door 43 are locked or 

swfchl in eSP l CtiVe ' y - EaCh ° f d00r ,ock c ™™°» 
switches 1 oa and 1 0b is switched off when a door lock 

mechanism (not shown) for each of front doors 40 and 

43 ,s put m a lock condition, and is switched on when 

[0025] On-vehicle apparatus 1 executes wireless 



communication with electronic key 20 through first sec- 
ond and third transmitters 2, 3 and 4 and a receiver 12 
First transmitter 2 is installed at the driver seat or a ceil-' 
mg above the driver seat. First transmitter 2 sends an 
engrne start signal to electronic key 20 through an an- 
tenna 2a. By controlling the directivity of antenna 2a 
communicable range between on-vehicle apparatus i 
and electronic key 20 is limited within a range of a pas- 
10 n?,T C ° mpartment neartne d nver seat. The commu- 
nicable range may be limited in a range where first trans- 
mitter 2 can send the signal to electronic key 20 carried 

by a driver seated on the driver seat 

S i? Sh0Wn in R9 5 ' Second transmitter 3 is in- 
stalled in the vrcnity of door outside handle 41 of driver 

sion^^ r? 8 d °° r ,0Ck Si9na ' 3nd 3 d0or 
signal through a driver door antenna 3a to electronic key 
20 earned by the driver who is found near driver J r 
40. By controlling the directivity of driver-door antenna 

20 f a X mU t niCabl ! ran9ebetWeenon - vehiclea PP a ratus 
1 and electrons key 20 is limited within a range 42 of 
an outs.de near driver door 40 as shown in Fig 5 The 
communicable table range 42 may be limited in a range 
where second transmitters can send the signal to elec- 
ronrc key 20 carried by a driver who will execute a door 
lock by operating door lock switch 9a 
[0027] Similarly, third transmitter 4 is installed in the 
v,c.nrty of door outside handle 41 of assistant door 43 
and sends a door lock signal and a door unlock signal 

so ?nT * I**? Stant - d ° 0r antenna 4a t0 Electronic key 
2 V *• driVer Wh ° iS f0Und near ass ^nt dooll 

43. By controlling the directivity of assistant-door anten- 
na 1 4a .communicable range between on-vehicle appa- 
ratus 1 and electronic key-20 is limited within a range 
44 of an outside near assistant door 43. The communi- 

SSL'S ^ be ,imit6d in a ran 9 e third 
transmitter 4 can send the signal to electronic key 20 

earned by a vehicle occupant who will execute a door 
lock by operating door lock switch 9b 

40 S° a 28J k- f ? e ° eiVer 12 iS inStalled at a r earparcel located 

1, , 6 T POrti0n ' 8nd receives an en 9™ start 
request signal, a lock request signal, an unlock request 
signal and ID codes from electronic key 20 through an 
antenna 12a. Unlock and lock controller 13 comprises 
45 , J- 8 nonvo,atile me ^ory 13b and executes 

locking and unlocking operations of driver door 40 as- 
SBt a ntdoor43, the rear-passenger doors by controlling 
door lock actuator 1 4. Engine controller 1 5 comprises a 
CPU 15a and a nonvolatile memory 15b and controls an 

so r 9 ' neSP ! edandanOUtput,0rc ' ueofanen 9 i "ebycon- 
trollmg a throttle valve control apparatus, a fuel injection 
apparatus and an ignition apparatus. 
[0029] Passive control unit 11 comprises a CPU 11a 
and a nonvolatile memory 11b, and communicates with 

55 flT On,Ckey20Viatransmit,ers2 ' 3and4a ndreceiver 
1 2 by means of wireless communication. Passive con- 
trol unit 11 executes the door unlocking and locking op- 
erates and the engine starting and stopping opera- 
tions in a manner of controlling unlock and lock control- 
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ler 1 3 and engine controller 1 5 according to the set con- 
ditions of ignition switches 5 to 7 5 door handle switches 
8a and 8b, door lock switches 9a and 9b, and lock con- 
dition switches 10a and 10b. 

[0030] A buzzer 1 7 is provided in order to warn that 
electronic key 20 is mislaid in the vehicle, and is installed 
at a position from which a vehicle occupant outside of 
the vehicle can hear the alarm of buzzer 1 7. It is certain 
that a speaker may be provided instead of buzzer 7 and 
may inforruthe alarm condition to the vehicle occupant 
by voice. 

[0031] In this embodiment, a first ID code is employed 
for locking and unlocking driver door 40, assistant door 
and the rear-passenger doors, and a second ID code 
different from the first ID code is employed for starting 
the engine of the vehicle through engine controller 15. 
The first and second ID codes are stored in memory 22b 
of electronic key 20 and are previously registered in 
memory 11b of passive control unit 11. 
[0032] When the door unlock operation is executed, 
passive control unit 11 of on-vehicle apparatus 1 checks 
whether the first ID code sent from electronic key 20 cor- 
responds with the registered ID code in passive control 
unit 11. When the first ID code from electronic key 20 
corresponds with the registered ID code for locking and 
unlocking process, passive control unit 11 outputs a 
door unlock allowing signal to unlock and lock controller 
13 to allow the door unlock operation and stores an ID 
correspondence result indicative of correspondence be- 
tween ID code of electronic key 20 and ID code of pas- 
sive control unit 11 in memory 11b. 
[0033] Next, when the engine is started, passive con- 
trol un it 1 1 checks whether the second I D code sent from 
electronic key 2 corresponds with the registered ID code 
in passive control unit 11 . According to the identification 
result of the first ID code, passive control unit 11 exe- 
cutes different identifying method. When the passive 
control unit 11 has stored the correspondence result of 
the first ID code, the passive control unit 11 requests 
electronic key 20 to send a first part of the second ID 
code. In reply to the request of the passive control unit 
1 1 , electronic key 20 sends only a first part of the second 
ID code to passive control unit 11 . Passive control unit 
11 checks whether the first part of the second ID code 
sent from electronic key 20 corresponds with a first part 
of the registered second ID code registered in the pas- 
sive control unit 11 . When the first part of the second ID 
code corresponds with the first part of the registered 
second ID code for engine start process, the engine 
starting is permitted. 

[0034] On the other hand, in a case that the doors 40 
and 43 are unlocked by means of a spare key or the like, 
the ID identifying operation is not executed. Therefore, 
in this case, passive control unit 11 does not store the 
first ID code correspondence result. When the first ID 
code correspondence result is not stored, passive con- 
trol unit 11 requests electronic key 20 to send all of the 
second ID code. Then, passive control unit 11 checks 



whether the complete second ID code sent from elec- 
tronic key 20 corresponds with the registered complete 
second ID code registered in memory 11b. When the 
second ID code received corresponds with the regis- 
5 tered second ID code, the engine starting is permitted. 
[0035] In this description, the first part of the ID code 
is called as a compacted ID code, and all of the ID code 
is called as a complete ID code. 
[0036] When the decision as to whether the engine is 
10 started is made on the basis of the identification result 
of the second ID code after the decision as to whether 
the door unlock operation is executed has been made 
on the basis of the identification of the first ID code, if 
the correspondence result of the first ID code has been 
'5 already obtained, it is highly probable that a driver ac- 
tually executing the engine starting operation is a proper 
driver to be permitted to drive the vehicle. Therefore, in 
this case, the decision as to the engine starting is made 
by identifying the compacted second ID without employ- 
ee jng the complete second ID. This arrangement is capa- 
ble of shortening an ID identifying process time neces- 
sary for the engine start while ensuring the security to 
burglar prevention. 

[0037] Figs. 6A and 6B show structures of the com- 

25 piete ID code and the compacted ID code which are em- 
ployed in the embodiment according to the present in- 
vention. The complete ID code is constituted by a head- 
er of 2 bits, an operation request signal of 4 bits and a 
key ID of 8 bits. The operation request signal includes 

30 the door lock request signal, the door unlock request sig- 
nal and the engine start request signal. On the other 
hand, the compacted ID code employs a first part of the 
key ID in the complete ID code, and therefore the data 
length of the compacted ID code is shorter than that of 

35 the complete ID code by 4 bits. The header and the op- 
eration request signal of the compacted ID code are the 
same as those of the complete ID code. By constructing 
the compacted ID code from a part of the complete ID 
code, it becomes possible to further shorten the ID iden- 

40 tifying time without increasing the kinds of registered ID 
code. 

[0038] It will be understood that the structure of the ID 
code, the data length and the compacting method of the 
compacted ID code are not limited to this embodiment. 

45 Further, the compacted ID code may not employ a part 
of the key ID of the complete ID code and may employ 
a different key ID completely different from the key ID of 
the complete ID code. It is certain that the data length 
of the compacted ID code is set to be shorter than that 

50 of the complete ID code. 

[0039] Next, the manner of operation of the embodi- 
ment according to the present invention will be dis- 
cussed with reference to Figs. 7A to 11 . First, the door 
unlock process will be discussed with reference to Figs. 

55 7A and 7B. Herein, although the door unlock process of 
driver door 40 is discussed, the door unlock process of 
assistant door 43 is the same as the process of the driver 
door 40. Therefore, the explanation of the door unlock 
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process of assistant door 43 is omitted herein. The op- 
erations shown by a flowchart of Fig. 7A is executed by 
on-vehicle apparatus 1 , and is linked with the operations 
executed by electronic key 20. 
[0040] At step S1, on-vehicle apparatus 1 decides 
whether door handle switch 8a is turned on according 
to the driver's operation for pulling door outside handle 
41 of driver door 40. When door handle switch 8a is 
switched on, the routine proceeds to step S2. When 
door handle switch 8a is not switched on, the routine 
repeats the step S1 until the affirmative decision is made 
at step S1. 

[0041] At step S2, on-vehicle apparatus 1 sends the 
door unlock signal to electronic key 20 through transmit- 
ter 3 and antenna 3a installed to driver door 40. 
[0042] As shown in Fig. 7B, electronic key 20 starts 
awaiting the door unlock signal outputted from on-vehi- 
cle apparatus 1 in reply to the start of this door unlock 
process. In reply to the door unlock signal from on-ve- 
hicle apparatus 1 , electronic key 20 executes an oper- 
at.on of step S3 that receives the door unlock signal from 
tho on-vehicle apparatus 1. 

[0043] At step S3, electronic key 20 decides whether 
the door unlock signal is received. When electronic key 
20 docs not receive the door unlock signal from on-ve- 
hicle apparatus 1 for the predetermined time period, the 
routine of Fig. 7B jumps to an end step to terminate the 
operation of the door unlock process. When electronic 
key 20 receives the door unlock signal from on-vehicle 
apparatus 1 , the routine proceeds to step S4 wherein 
electronic key 20 outputs the door unlock request and 
the complete first ID code to on-vehicle apparatus 1. 
Thereafter, the routine executed by electronic key 20 is 
terminated. 

[0044] At step S5, on-vehicle apparatus 1 checks for 
a predetermined time period whether receiver 12 has 
received the door unlock request and the complete first 
ID code from electronic key 20 through antenna 12a. 
When the door unlock request and the complete first ID 
code are received, the routine proceeds to step S6. 
When receiver 12 does not receive the door unlock re- 
quest and the complete first ID code within the prede- 
termined time period, the routine proceeds to an end 
step to terminate the present routine. 
[0045] At step S6, on-vehicle apparatus 1 checks 
whether the complete first ID code sent from electronic 
key 20 corresponds with the registered complete ID 
code (corresponding to the first ID code) for door unlock 
process. When the complete first ID code sent from 
electronic key 20 corresponds with the registered com- 
plete ID code for door unlock process, the routine pro- 
ceeds to step S7. When the complete first ID code does 
not corresponds with the registered complete ID code 
for door unlock process, the routine proceeds to the end 
step. 

[0046] At step S7, on-vehicle apparatus 1 unlocks 
both doors 40 and 43 by controlling unlock and lock con- 
troller 13, and stores the correspondence result of the 



first ID code in memory 11b of passive control unit 11 . 
When step S7 is not executed, that is, when the negative 
decision is made at step S5 or S6 } the routine is termi- 
nated without unlocking doors 40 and 43. 
5 [0047] Next, the engine start process will be dis- 
cussed with reference to Figs. 8A to 10. 
[0048] At step S11, on-vehicle apparatus 1 decides 
whether ignition knob 30 is operated by a driver. When 
the decision at step S11 is affirmative, that is, when ig- 
10 nition knob 30 is pushed by the driver, key switch 5 is 
switched on, and the engine start process is started. 
When the decision at step S11 is negative, on-vehicle 
apparatus 1 repeats step S11 for a predetermined time 
period. 

w [0049] At step S12, on-vehicle apparatus 1 checks 
whether the correspondence of the first ID code has 
been stored in memory 11b. When the correspondence 
of the first ID code has been stored in memory 1 1 b, the 
routine proceeds to step S13. When the correspond- 
20 ence of the first ID code has not been stored in memory 
11b, the routine jumps to step S21 of Fig. 9A. 
[0050] At step S13, on-vehicle apparatus 1 outputs 
the engine start signal and the compacted ID code re- 
questing signal to electronic key 20 through first trans- 
25 mftter 2 and antenna 2a. 

[0051] As shown in Fig. 8B, electronic key 20 starts 
awaiting the engine start signal and the compacted ID 
request signal in reply to the start of the engine start 
process of Fig. 8A.. 

30 [0052] AtstepS14,electronickey20decideswhether 
the engine start signal and the compacted ID request 
signal are received. When electronic key 20 does not 
receive the engine start, signal and the compacted ID 
request signal from on-vehicle apparatus 1 for a prede- 
35 termined time period, the routine of Fig. 8B jumps to an 
end step to terminate the operation of the electronic key 
20. When electronic key 20 receives the engine start sig- 
nal and the compacted ID request signal from on-vehicle 
apparatus 1, the routine proceeds to step S1 5 wherein 
^0 electronic key 20 outputs the engine start request signal 
and the compacted second ID signal to on-vehicle ap- 
paratus 1 . Thereafter, the routine executed by electronic 
key. 20 is terminated. 

[0053] At step S1 6, on-vehicle apparatus 1 checks for 
*5 a predetermined time period whether on-vehicle appa- 
ratus 1 has received the engine start request signal and 
the compacted second ID through antenna 12a and re- 
ceiver 12. When the decision at step S16 is negative, 
the routine jumps to an end block to terminate the rou- 
50 tine of Fig. 8A. When the decision at step S16 is affirm- 
ative, the routine proceeds to step S17. 
[0054] At step S17, on-vehicle apparatus 1 checks 
whether the compacted second ID sent from electronic 
key 20 corresponds with a part corresponding to the 
55 compacted section of the registered complete second 
ID code registered in memory 1 1 b. When the compacted 
second ID code received corresponds with the regis- 
tered compacted second ID code of passive control unit 
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11, the routine proceeds to step S31 of Fig. 10. When 
the received compacted second ID code does not cor- 
respond with the registered compacted second ID code, 
the routine proceeds to the end step to terminate the 
engine start process. 

[0055] That is, when on-vehicle apparatus 1 does not 
receive the engine start request signal and the compact- 
ed second ID code signal from electronic key 20, or 
when the received compacted second ID code does not 
correspond with the registered compacted second ID 
code, on-vehicle apparatus 1 inhibits the engine start 
and terminates the engine start process. On the other 
hand, when on-vehicle apparatus 1 receives the engine 
start request signal and the compacted second ID code 
signal from electronic key 20 and when the received 
compacted second ID code corresponds with the regis- 
tered compacted second ID code, the routine of on-ve- 
hicle apparatus 1 proceeds to step S31 shown in Fig. 10. 
[0056] At step S31 following to the affirmative deci- 
sion of step S17 t on-vehicle apparatus 1 turns a knob 
turn inhibiting latch toward the unlock position by con- 
trolling steering lock unit 16. By turning the knob turn 
inhibiting latch to the unlock position, ignition knob 30 
and the steering wheel are put in the turnable states, 
respectively. 

[0057] At step S32, on-vehicle apparatus 1 decides 
from a condition of ignition-on switch 6 whether ignition 
knob 30 is turned to ON position. When ignition knob 30 
is turned to ON position, that is, when ignition-on switch 
6 is switched on, the routine proceeds to step S33 
wherein passive control unit 11 of on-vehicle apparatus 
1 outputs an engine start permitting signal to engine 
controller 15, When ignition knob 30 is not turned to ON 
position, the routine repeats step S32 until ignition knob 
30 is turned to ON position. 

[0058] At step S34, on-vehicle apparatus 1 checks 
from a condition of engine start switch 7 whether ignition 
knob 30 is turned to START position. When ignition knob 
30 is turned to START position, that is, when engine start 
switch 7 is switched on, the routine proceeds to step S35 
wherein on-vehicle apparatus 1 starts the engine in a 
manner that passive controller 11 commands engine 
controller 15 to start the engine. When ignition knob 30 
is not turned to START position, the routine repeats step 
S34. 

[0059] At step S36, on-vehicle apparatus 1 checks 
from the condition of ignition-on switch 6 whether igni- 
tion knob 30 is turned to ACC position. When ignition 
knob 30 is turned to ACC position, that is, when ignition- 
on switch 6 is switched off, the routine proceeds to step 
S37 wherein on-vehicle apparatus 1 stops the engine 
by controlling engine controller 15. When ignition-on 
switch 6 is not switched off, the routine repeats step S36. 
[0060] At step S38, on-vehicle apparatus 1 checks 
from a condition of key switch 5 whether ignition knob 
30 is turned to LOCK position. When ignition knob 30 is 
turned to the LOCK position, that is, when key switch 5 
is switched off, the routine proceeds to step S39 wherein 



on-vehicle apparatus 1 moves knob turn inhibiting latch 
to the lock position by controlling steering lock unit 16. 
This operation puts ignition knob 30 and the steering 
wheel in the locked state. After the execution of step 
5 S39 : the routine proceeds to an end step to terminate 
the present routine. 

[0061] Further, when the decision at step S12 in Fig. 
8A is negative, that is, when the correspondence of the 
first ID code has not been stored in memory 11b, the 
10 routine jumps to step S21 of Fig. 9A. At step S21, on- 
vehicle apparatus 1 sends the engine start signal to 
electronic key 20. 

[0062] As shown in Fig. 9B, electronic key 20 starts 
an operation shown in Fig. 9B in reply to the engine start 
*5 process. 

[0063] At step S22, electronic key 20 decides whether 
the engine start signal is received. When electronic key 
20 receives the engine start signal from on-vehicle ap- 
paratus 1 , the routine proceeds to step S23 wherein 
20 electronic key 20 outputs the engine start request and 
the complete second ID code to on-vehicle apparatus 1 . 
[0064] At step S24 following to the execution of step 
S21 , on-vehicle apparatus 1 checks for a predetermined 
time period whether the engine start request signal and 
25 the complete second ID code are outputtedby electronic 
key 20. When on-vehicle apparatus 1 receives the en- 
gine start request signal and the complete second ID 
code through antenna 1£a and receiver 12, the routine 
executed by on-vehicle apparatus 1 proceeds to step 
30 S25. When on-vehicle apparatus 1 does not receive the 
engine start request signal and the complete second ID 
code for a predetermined time period, the routine exe- 
cuted by on-vehicle apparatus 1 proceeds to an end 
step to terminate the engine start process. 
55 [0065] At step S25, on-vehicle apparatus 1 checks 
whether the complete second ID code received corre- 
sponds with the complete second ID code previously 
stored in memory 1 1 b. When the received complete sec- 
ond ID code corresponds with the registered complete 
40 second ID code, the routine proceeds to step S31 dis- 
cussed above. When the received complete second ID 
code does not correspond with the registered complete 
second ID code, the routine proceeds to the end step to 
terminate the engine start process. 
45 [0066] Next, with reference to Figs. 1 1 A and 1 1 b, the 
door lock process will be discussed. Herein, although 
the door lock process of driver door 40 is discussed, the 
door lock process of assistant door 43 is the same as 
the process of driver door 40. Therefore, the explanation 
50 of the door unlock process of assistant door 43 is omit- 
ted herein. 

[0067] At step S41, on-vehicle apparatus 1 decides 
whether door lock switch 9a of driver door 40 is switched 
on according to the driver's operation for pushing door 
55 lock switch 9a. When door lock switch 9a is switched 
on, the routine proceeds to step S42. When door lock 
switch 9a is not switched on, the routine repeats the step 
S41 until the affirmative decision is made at step S41. 
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[0068] At step S42, on-vehicle apparatus 1 sends the 
door lock signal to electronic key 20 through second 
transmitter 3 and antenna 3a in driver door 40. 
[0069] As shown in Fig. 1 1 B, electronic key 20 starts 
awaiting the door lock signal outputted from on-vehicle 5 
apparatus 1 , in reply to the start of this door lock proc- 
ess. 

[0070] At step S43, electronic key 20 decides whether 
the door lock signal is received. When electronic key 20 
receives the door lock signal from on-vehicle apparatus w 
1 , the routine proceeds to step S44 wherein electronic 
key 20 outputs the door lock request signal and the com- 
plete first ID code to on-vehicle apparatus 1 . 
[0071] At step S45, on-vehicle apparatus 1 checks for 
a predetermined time period whether receiver 12 has is 
received the door lock request signal and the complete 
first ID code from electronic key 20 through antenna 
12a. When the door lock request signal and the com- 
plete first ID code signal are received, the routine pro- 
ceeds to step S46. When receiver 12 does not receive 20 
the door lock request and the complete first ID code Claims 
within the predetermined time period, the routine pro- 
ceeds to step S48 wherein on-vehicle apparatus 1 gen- 
erates alarm and inhibits the locking of doors 40 and 43. 
[0072] At step S46, on-vehicle apparatus 1 checks 
whether the complete first ID code sent from electronic 
key 20 corresponds with the registered complete first ID 
code. When the complete first ID code sent from elec- 
tronic key 20 corresponds with the registered complete 
first ID code stored in memory 1 1 b, the routine proceeds so 
to step S47y When the complete first ID code does not 
correspond with the registered complete ID code the 
routine proceeds to step S48. 

[0073] At step S47, on-vehicle apparatus 1 executes 
the locking of both doors 40 and 43 by controlling unlock 35 
and lock controller 13, and stores the correspondence 
of the first ID code in memory 11b. 
[0074] When on-vehicle apparatus 1 receives the 
door lock request and the complete first ID code from 
electronic key 20 and when the received complete first 40 
ID code corresponds with the registered ID code pas- 
sive control unit 11 controls unlock and lock controller 
13 to lock doors 40 and 43 by operating door lock actu- 
ator 14, and deletes the data indicative of the corre- 
spondence of the first ID code from memory 11b. 45 
[0075] On the other hand, when on-vehicle apparatus 2 
1 does not receive the door lock request and the com- 
plete first ID code from electronic key 20 or when the 
received complete first ID code does not correspond 
with the registered ID code, when the routine executed so 
by on-vehicle apparatus 1 proceeds to step S48 where 3 
on-vehicle apparatus 1 does not executes the locking 
operations of doors 40 an d43 and generates alarm for 
a predetermined time period. Thereafter, the routine 
proceeds to an end step to terminate this door lock rou- 55 
tine. 

[0076] While the above embodiment according to the 
present invention has been shown and described such 4. 



that memory 11b of passive control unit 11 has previ- 
ously stored the first ID code for door unlock process 
and the second ID code for engine start process, the 
first ID code for door unlock process may be stored in 
memory 13b of unlock and lock controller 13 and the 
second ID code for engine start process may be stored 
in memory 1 5b of engine controller 1 5. 
[0077] The entire contents of Japanese Patent Appli- 
cation No. 2000-100972 filed on April 3, 2000 in Japan 
are incorporated herein by reference. 
[0078] Although the invention has been described 
above by reference to a certain embodiment of the in- 
vention, the invention is not limited to the embodiments 
described above. Modifications and variations of the 
embodiment described above will occur to those skilled 
in the art, in light of the above teaching. The scope of 
the invention is defined with reference to the followinq 
claims. 



1. An electronic key system for a vehicle comprising: 

an electronic key having first ID (identification 
data), second ID, and third ID which is shorter 
in data length than the second ID, said electron- 
ic key outputting the first ID, the second ID, and 
the third ID; and 

an on-vehicle apparatus communicating with 
said electronic key by means of wireless com- 
munication, said on-vehicle apparatus having 
fourth ID, fifth ID, and sixth ID which is shorter 
in data length than the fifth ID, said on-vehicle 
apparatus permitting starting an engine of the 
vehicle when one of first and second conditions 
is achieved, the first condition including a con- 
dition that the second ID outputted from said 
electronic key corresponds with the fifth ID, the 
second condition including a condition that the 
first ID outputted from said electronic key cor- 
responds with the fourth ID and the third ID out- 
putted from said electronic key corresponds 
with the sixth ID. 

The electronic key system as claimed in claim 1 , 
wherein said on-vehicle apparatus permits unlock- 
ing a vehicle door when the first ID corresponds with 
the fourth ID. 

The electronic key system as claimed in claim 1 , 
wherein said on-vehicle apparatus requests said 
electronic key to output th first ID when an operator 
carrying said electronic key executes an operation 
for opening a vehicle door from an outside of the 
vehicle. 

The electronic key system as claimed in claim 3, 
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wherein said electronic key outputs the first ID only 
when said on-vehicle apparatus requests said elec- 
tronic key to output ID for opening the vehicular 
door. 

5 

5. The electronic key system as claimed in claim 1, 
wherein said on-vehicle apparatus requests said 
electronic key to output the first ID when an operator 
carrying said electronic key approaches the vehicle 

to open the vehicular door. w 

6. The electronic key system as claimed in claim 1, 
wherein said on-vehicle apparatus requests said 
electronic key to output the second ID when an op- 
erator carrying said electronic key executes an op- 15 
eration for starting the engine. 

7. The electronic key system as claimed in claim 6, 
wherein said electronic key outputs the second ID 
only when said on-vehicle apparatus requests said 20 
electronic key to output ID for starting the engine. 



8. The electronic key system as claimed in claim 2, 
wherein said on-vehicle apparatus requests said 
electronic key to output the third ID when the first 25 
ID corresponds with the fourth ID and when an op- 
erator carrying said electronic key executes an op- 
eration for starting the engine. 

9. The electronic key system as claimed in claim 8, 30 
said electronic key outputs the third ID only when 
said on-vehicle apparatus requests said electronic 
key to . output the third ID. 

10. The electronic key system as claimed in claim 1, 35 
wherein the vehicular door has a key cylinder and 

is unlocked by inserting a key into the key cylinder 
and by turning the key, said on-vehicle apparatus 
permitting starting the engine when the vehicle door 
is unlocked by turning the key inserted in the key 40 
cylinder and when the second ID outputted from 
said electronic key corresponds with the fifth ID. 

11. The electronic key system as claimed in claim 1, 
wherein said on-vehicle apparatus comprises an 45 
antenna through which said on-vehicle apparatus 
communicates with said electronic key located with- 
in a predetermined area outside of the vehicle. 

12. The electronic key system as claimed in claim 1, so 
wherein the third ID is a part of the second ID, and 

the sixth ID is a part of the fifth ID. 

13. A method for permitting starting an engine of a ve- 
hicle, said method comprising: 55 

checking whether first ID (identification data) 
outputted from an electronic key corresponds 



with first apparatus ID registered in an on-vehi- 
cle apparatus; 

permitting unlocking a vehicular door when the 
first ID corresponds with the first apparatus ID; 
requesting the electronic key to output second 
ID when the first ID does not correspond with 
the first apparatus ID; 

checking whether the second ID corresponds 
with second apparatus ID registered in the on- 
vehicle apparatus; 

permitting starting the engine of the vehicle 
when the second ID corresponds with the sec- 
ond apparatus ID; 

requesting the electronic key to output third ID, 
which is shorter in data length than the second 
ID, when the first ID corresponds with the first 
apparatus ID; 

checking whether the third ID corresponds with 
a third apparatus ID registered in the on-vehicle 
apparatus; and 

permitting starting the engine when the third ID 
corresponds with the apparatus third ID. 

14. The method as claimed in claim 13, wherein said 
requesting the electronic key to output the second 
ID is executed when an operation for starting the 
engine is executed without checking the first ID. 

15. An electronic key system for a vehicle comprising: 

an electronic key having first ID (identification 
data) and second ID, said electronic key out- 
putting the first ID, the second ID and a part of 
the second ID according to a request; and 
an on-vehicle apparatus communicating with 
said electronic key by means of wireless com- 
munication, said on-vehicle apparatus having 
third ID and fourth ID, said on-vehicle appara- 
tus requesting said electronic key to output the 
part of the second ID when the first ID outputted 
from said electronic key corresponds with the 
third ID, said on-vehicle apparatus permitting 
starting an engine of the vehicle when the part 
of the second ID outputted from said electronic 
key corresponds with a part of the fourth ID. 

16. An electronic key system for a vehicle comprising: 

an electronic key having first ID (identification 
data), second ID, and third ID which is shorter 
in data length that the second ID, said electron- 
ic key outputting the first ID, the second ID and 
the third ID; and 

an on-vehicle apparatus communicated with 
said electronic key by means of wireless com- 
munication, said on-vehicle apparatus having 
fourth ID and fifth ID, said on-vehicle apparatus 
deciding to start an engine of the vehicle when 
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the first ID outputted from said electronic key 
corresponds with the fourth ID and when the 
third ID outputted from said electronic key cor- 
responds with a part of the fifth ID. 
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